
To learn more, speak with your 
Treasury Relationship Manager or visit:
bancofcal.com/payables
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Electronically send large dollar 
value transfers safely and 
efficiently.
When you need to make large transfers of money, we can help you do it in 
a secure, efficient way via the Fedwire® network.

Wire transfers are used by businesses, government agencies, consumers 
and others for high-value money transfers. 

Your Banc of California Relationship Manager and Treasury Relationship 
Manager can help you easily set up and use wire transfers.*

Our online wire service offers an easy-to-use dashboard for  
initiating, importing, reviewing and deleting transfers,  
whether domestic or international.

To learn more and see our products 
and services in action, see our  
easy-to-follow online video tutorials at  
bancofcal.com/tutorials.
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WIRE TRANSFERS.
Execute high-value 
transactions.
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Business Email Compromise (BEC) is an 
insidious, increasingly common scam.
BEC fraud, an email phishing scam that targets individuals at 
businesses and other organizations and cons them into making 
wire transfers to bank accounts controlled by the criminals, is 
a growing scourge. According to the FBI, 80% of businesses 
received at least one BEC email attack.

The FBI has identified six different kinds of  
BEC Fraud.

1. CEO to CFO or other Payment Officer

The traditional BEC involves an email that appears to be 
from the CEO to the CFO or other person who can send wire 
transfers, asking them to send money right away. They time 
these emails for when the CEO is away, and often claim that 
the matter is urgent. Believing the email is from the boss, 
employees may send the money without checking it out first. 

2. Vendor Impersonation Fraud

This is a growing trend in BEC, in which scammers target 
vendors or suppliers with phishing emails, study their billing and 
payment patterns and processes, then send authentic-looking 
invoices to their customers. These invoices are for payments 
that are about to be made and look normal in every respect 
except that the bank account number has been “updated”. This 
type of fraud often involves impersonating smaller companies 
that provide products or services to larger companies. The 
company receiving the invoice is the one that suffers the loss.

3. W-2 Scams 

In W-2 scams, BEC emails appearing to be from senior executives 
instructing human resources directors to email employee W-2s. 
The fraudsters can then file fake tax returns, and have tax 
refunds deposited onto stored value cards or criminal-controlled 
bank accounts. The IRS has taken measures to combat this type 
of fraud and appears to have succeeded so far in 2019.

4. Real Estate BEC

This type of fraud typically targets homebuyers but it does apply 
to commercial real estate transactions. The fraud works when 
scammers log into the email account of one of the parties and 
redirect the wire transfer to a bank account that they control.

5. Direct Deposit

Direct deposit fraud occurs with an email that appears to be 
from an employee to the Human Resources office, saying that 
the employee has changed banks, attaching a fake “voided” 
check for the new account and asking that future paychecks be 
deposited to the “new” account.

6. Gift Cards

BEC fraud scenarios requesting gift card purchases are 
growing. The FTC has warned that many of these bogus 
emails claim to be coming from priests, rabbis or other clergy 
members, but scams sometimes are represented as requests 
by company executives.

BUSINESS EMAIL 
COMPROMISE (BEC)
More sophisticated  
scams require more  
comprehensive protection.

If you fall victim to a business email  
compromise scam:

• Contact Banc of California Client Services immediately to 
notify us about the fraudulent transfer

• Contact your local Federal Bureau of Investigation office 
immediately; they may be able to freeze or return thhe 
funds if notified quickly

• File a complaint, regardless of dolars loss, at www.IC3.go

For additional questions regarding fraud, please contact Client 
Services at 877-770-BANC (2262) or your Relationship Manager.

Learn about Business Email 
Compromise (BEC) and how to help 
guard against it.

Wire transactions are among the preferred  
targets of BEC and other fraudsters because 
the payment and final settlement occur in  
real time. 

Download an article that explains how it works 
and how to guard against it at bancofcal.com.


